[image: ]


[bookmark: _GoBack]Supplement to the Online Services Terms for German Online Services
This amendment (“Amendment”) amends your Microsoft Online Subscription Agreement (“Subscription Agreement”), including the Online Services Terms (OST) incorporated therein, solely with respect to the German Online Services (as defined below).  The terms and conditions in this Amendment supersede any conflicting terms and conditions in your Subscription Agreement, including the OST.
1. Definitions.
Except as otherwise defined in this Amendment, any and all capitalized terms shall have the definitions set forth in Customer’s Subscription Agreement.
“Customer Data” means, for the purposes of German Online Services, all data, including all text, sound, video, or image files, and software, that are provided to Microsoft and/or Data Trustee by, or on behalf of, Customer through use of the German Online Services.
“Data Trustee” means the German entity designated by Microsoft for controlling and supervising access to Customer Data in the German Online Services.
“German Online Services” means Microsoft Azure Germany, Microsoft Office 365 Germany, and Microsoft Dynamics 365 Germany as detailed and including any other Microsoft online services identified at https://www.microsoft.com/de-de/cloudserviceshttps://aka.ms/german_terms for which Customer Data is hosted in German Data Centers.
“German Data Centers” means the data centers located in Germany from which the German Online Services are hosted and where access to equipment containing Customer Data is controlled and supervised by Data Trustee.  For additional information on the location and operation of German Data Centers, see the Trust Center.
“Microsoft Personnel” means Microsoft and its Affiliates’ employees and contractors, excluding Data Trustee (and any successor to Data Trustee).
2. German Online Services Supplemental Terms.
a. Amendment to the Online Services Terms.  Solely with respect to the German Online Services, the definition of “Online Services” in the OST, including in the Data Processing Terms (“DPT”), shall mean the German Online Services, but in the DPT shall continue to exclude Previews.  This Amendment will remain in full force and effect until all of the Customer Data for each subscription is deleted in accordance with the Agreement terms.
b. Location of Customer Data.  Customer Data will be stored solely within German Data Centers.
German Online Services do not control or limit the regions from which Customer or Customer’s end users may access or move Customer Data.
c. Access to Customer Data.  Data Trustee alone controls access to Customer Data other than access initiated by Customer or Customer’s end users. Microsoft Personnel will not have access to Customer Data except:
(1) When such access is granted by Data Trustee for the limited purpose of Microsoft resolving a customer support incident or problem with the German Online Services or where such access is required for Microsoft Personnel to perform maintenance or improvements to the German Online Services. In those limited circumstances, Data Trustee will grant such access only for the duration necessary to resolve the issue.  Data Trustee will monitor the access given and terminate the access when the issue is resolved.
or
(2) When such access is granted by Customer directly to Microsoft Personnel (for example, Customer sharing desktop with a Microsoft support engineer or e-mailing a Microsoft support engineer a file). Data Trustee has no obligation to control or monitor such access.
d. Disclosure of Customer Data.  Because Microsoft Personnel will have no access to Customer Data except when such access is granted and monitored by Data Trustee or granted by Customer as described herein, Microsoft cannot and will not disclose Customer Data to any third party (including law enforcement) without approval by Data Trustee or Customer.
If Microsoft receives a request from a third party for Customer Data, Microsoft will inform the third party that Microsoft does not have access to Customer Data and will ask the third party to contact Data Trustee and/or Customer.  In connection with the above, Microsoft may provide Customer’s basic contact information to the third party.
e. Data Processing by Data Trustee.  Data Trustee is a data processor (or where Customer is itself the data processor, a sub-processor) acting on Customer’s behalf for the limited purpose of performing or supervising tasks that require Microsoft Personnel to access Customer Data or the infrastructure in which Customer Data resides.  Such tasks will be performed or supervised by the Data Trustee, or else directly by Customer. Data Trustee’s obligations to Customer are set forth in a separate agreement between Customer and Data Trustee (“Data Trustee Agreement”).  Any modification to the Data Trustee Agreement must be approved in writing by Microsoft and the parties to the Data Trustee Agreement; failure to obtain such approval shall be a material breach of this Amendment.
Subject to the Data Trustee’s data processor role, Microsoft is the data processor (or where Customer is itself the data processor, the sub-processor) acting on Customer’s behalf in all other respects to provide the German Online Services as detailed in the Agreement and this Amendment.  For clarity, neither Data Trustee nor Microsoft is a data sub-processor to the other party.
f. Change in Data Trustee.  If the Data Trustee is replaced with a new entity (other than a German affiliate of the existing Data Trustee), Customer will be provided with 90 days’ notice prior to the change.  Any new Data Trustee must be approved by Microsoft and will: (1) make all the commitments set forth in the Data Trustee Agreement, (2) commit to operate in accordance with German law, (3) be incorporated and headquartered in Germany with controlling ownership also incorporated and headquartered in Germany, and (4) be financially independent from Microsoft.  If Customer objects to the new Data Trustee, Customer may terminate its subscriptions for German Online Services without penalty by providing Microsoft with a notice of termination before the end of the 90-day period. If Customer does not terminate before the end of the 90-day period in accordance with the above terms, Customer shall be deemed to have accepted the new Data Trustee. 
During the transition, the existing Data Trustee may grant limited, supervised access to Customer Data to the replacement Data Trustee as necessary for training the replacement Data Trustee in preparation for its assumption of the obligations under the Data Trustee Agreement.
3. Permitted Use
Customer may only use German Online Services (i) if Customer is located in the European Union, European Free Trade Association, or United Kingdom or (ii) for business that occurs in substantial part in the European Union, European Free Trade Association, or United Kingdom.  Any other use may result in suspension or termination of the German Online Services in accordance with the procedures set out in the Acceptable Use Policy in the Online Services Terms.
Except for changes made by this Amendment, the Subscription Agreement remains unchanged and in full force and effect. If there is a conflict between any provision in this Amendment and any provision in the Subscription Agreement, this Amendment shall control.
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