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Abstract—Today, we increasingly deploy agentic Al sys-
tems with significant autonomy, yet our confidence in
their security rests largely on benchmarks and qualita-
tive claims, neither of which captures behavior under
adaptive adversaries. Cryptography faced a similar
problem and developed formal definitions, adversar-
ial models, and compositional reasoning that enabled
explicit, falsifiable security claims. Inspired by this
evolution, we introduce AlOracles as an abstraction for
the security of LLM and agentic Al systems. The aim is
to make security claims and their assumptions explicit
and comparable across designs.

We develop a formal framework for security in
agentic AL It is built around an ideal predicate ¢
that decides, for a given (prompt, context,result) triple,
whether the agent’s behaviour is acceptable. Concretely,
¢ checks three things: that the agent’s actions are
permitted by policy and aligned with the user’s intent;
that the data it relies on and the result it produces
are sound, correct, and useful; and that the informa-
tion flows respect the system’s trust boundaries. Our
framework parameterizes the adversary by capabili-
ties ATK C {white_box,black_box7 inject_learn, iniect_infer}
and defines completeness and security as game-based
properties. Within this setting, we prove four formal
results: (i) a confidentiality-utility tradeoff showing that
any useful generic classifier must leak a quantifiable
amount of training-data membership information; (ii)
a dual construction that composes a creative AlOracle
with a filtering AlOracle and inherits completeness and
security from its components; (iii) a decomposition of ¢
into seven sub-predicates that enables modular security
reasoning for agents and makes the responsibility of
each defensive mechanism explicit; and (iv) a reduction
of multi-step agent security to single-call security. AlO-
racles are intended as a starting point: a way to state
what an agent is supposed to do, what an adversary can
do, and how the resulting bounds compose.

1. Introduction

Recent advances in Artificial Intelligence (Al),
including the rapid maturation of (Large) Language
Models (LMs), have enabled deployed systems to
take actions on a user’s behalf. LM-based agents,
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which autonomously plan, call tools, and act on a
given instruction, have quickly became a dominant
computing paradigm. As these systems increasingly
act with a high degree of autonomy and authority, the
security community has naturally turned its attention
to studying their security, for example in relation to
the access control permissions granted to such agents
[2], [3], [4], [5]. Today, however, our confidence in the
security of these systems rests largely on benchmarks
and qualitative claims. Cryptography was at a similar
state decades ago. In the early days of modern cryp-
tography, algorithms were proposed based on heuris-
tic arguments and were considered secure until a new
attack was discovered that they could not withstand.
At the time, there was no rigorous method to precisely
measure the security. The difficulty was twofold: to
formally define what it means to “break” a system
and to formally prove the hardness of breaking a
system. Thanks to the solid foundation from complex-
ity theory, cryptography now has formal definitions
and reduction-based proofs. Similarly, we argue that
cryptography-inspired formal definitions for LMs will
enable a subfield of security research to rigorously
reason about the security of LMs.

On the value of cryptography-inspired definitions.
In the field of modern cryptography, there is still a sig-
nificant gap between what can be formally analyzed
and proven and real systems. Still, it is indisputable
that advancements in the theoretical foundations of
modern cryptography have led to an overall advance-
ment in cryptographic security. Thus, while clearly
of scholarly value, there are limits on the utility of
formal definitions in cryptography. Formal definitions
of security for LMs are useful within bounds. As a
lower bound, ours can server as a reference point
for cryptographers assisting with LM design and
evaluation, and as a foundation for studying what is
achievable and what is not. As an upper bound, we
recognize that LM designers are unlikely to use our
formalism directly, even when they are aware of it.

On cryptography-inspired definitions. Crypto-
graphic primitives are usually defined by algorithms
(how they run), a notion of correctness, and a notion
of security. The correctness requirement characterizes
the expected behavior of these algorithms under hon-
est execution in the absence of adversarial interfer-
ence. In contrast, the security requirement formulates
the unexpected behavior even when the algorithms
are executed in the presence of an adversary employ-



ing arbitrary but computationally bounded strategies.
Cryptography further defines security by a game that
an adversary “plays” with various capabilities such as
access to some information or oracles in a black-box
manner. The advantage of an adversary is quantified
to say that a system is secure if every efficient adver-
sary has a negligible advantage. Then, the security
of a cryptographic system is formally reduced to a
well-studied computational problem. This methodol-
ogy has a long history in cryptography and forms
the foundation of provable security. In that spirit, we
develop a formal framework for studying security of
LM-based agentic systems.

The main challenge of this work is to capture

the expected behavior of Al. Essentially, an Al aims
at replicating an intelligent human behavior in an
algorithmic way. Assessing whether an Al fulfills this
goal (in an algorithmic way) implies that we have
succeeded in mimicking human assessments. This
is a circular problem. Hence, we abstract such an
assessment by an ideal predicate (sometimes called an
oracle) and have correctness and security be defined
relative to it. Such an ideal abstraction was also used
in a different manner by [6] and others.
Our contributions. We introduce the AlOracle ab-
straction as a unifying formal description for Al
systems (section 2), defined by a learning phase, an
inference phase, and a predicate ¢ that captures both
helpfulness and harmlessness objectives. In this work,
we cleanly focus on building the formal language
with detailed proofs and show how our framework
can be used in designing and analyzing secure agentic
systems. Our key contributions are:

1) We define AlOracles with completeness and se-
curity notions parameterized by the predicate ¢,
which can be instantiated for specific applica-
tions (section 3).

2) Using our framework, we showcase the tradeoff
between training-data confidentiality and utility
with our formalism for a classifier with respect
to a strong confidentiality game. More specifi-
cally, we quantify this well-known tradeoff for a
generic AlOracle classifier (Theorem 1 in subsec-
tion 3.2).

3) We introduce the dual construction, which com-
poses a creative AlOracle (CAIO) and a filtering
AlOracle (BAIO), and prove its soundness: if each
component is complete and secure for its respec-
tive sub-predicate, the composition is complete
and secure for the conjunction (Theorem 2 in
section 4).

4) We decompose the predicate ¢ into seven
sub-predicates in three groups (action, data,
flow) that enable modular security reasoning for
agents, and show how multi-step agent execution
reduces to single-call security (Theorem 3 in
section 5).

We emphasize that the goal of this work is not to
prescribe a definitive security definition for all Al sys-
tems. Our aim is to establish a methodology in which
security claims for agentic Al become precise enough

prompt
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context

Figure 1: Data and algorithm pipeline in AlOracle.

to be falsifiable: a system designer can instantiate
¢ with concrete, application-specific requirements,
formulate a claim, and either prove it via reduction
or refute it by exhibiting an adversarial strategy.
Concrete steps a designer follows to instantiate the
framework are summarized as a recipe in section 6.

Notation. Table 3 summarizes the notation used
throughout the paper.

2. Language Models as AIQOracles

In this section, we use the AlOracle abstraction
as a unifying model that captures a broad class of
Al systems, including LMs, chatbots, classifiers, and
agents. A chatbot is based on LMs with iterated
inferences. Instead of only outputting the next token,
a chatbot makes complete sentences. A classifier is
very similar to an LM except that the output of the
inference algorithm is in a much smaller set of cate-
gories. Finally, an agent can be defined as “the result
of inference is code to be executed in interaction with
tools.” ! Given these notions, we arrive at the notion
of an “AlOracle” (based on commonality), which we
will further clarify and detail later in section 3.

2.1. The AIOracle Abstraction

A Language Model (LM) is a set of algorithms
that work in two phases: learning and inference. The
learning phase is a multi-round process including
training, fine-tuning and reinforcement learning. The
training algorithm inputs some data called a corpus
and outputs the first model. Then the fine-tuning
process takes this model along with some labeled data
to output an updated model. Finally, the reinforcement
learning phase further trains the model with some
ranked outputs to output the final model. On the
other hand, there is only one algorithm running in
the inference phase, which takes a query from a
user and uses the model to output a mapping from
the dictionary (or vocabulary) to a probability. The
inference phase can be run iteratively many times.
Overall, given the token (a word, part of a word, or
punctuation) probabilities, LM algorithms select the
next token in the sequence based on this distribution.
Moving ahead, we aggregate all rounds of the learning
phase into a single LEARN algorithm and all iterations
of inference into a single INFER algorithm as shown
in Figure 1.

1. We will give a concrete example in section 5.



Notation Meaning

AlOracle framework (section 2, section 3)

AlOracle Abstraction of an Al system specified by data generation, learning, and inference
algorithms together with a predicate.

GENERATE_DATA Data-generation procedure used to build the training corpus.

source Underlying data distribution / environment from which GENERATE_DATA samples.
LEARN, INFER Learning and inference algorithms of an AlOracle.

corpus Training input used by LEARN.

model Model produced by LEARN and consumed by INFER.

prompt, context, result Input, surrounding context, and output of an inference call.

empty Empty/null value (e.g. unavailable view, oracle, or context).

Predicates (section 3, section 5)

¢ Objective predicate capturing helpfulness and harmlessness; defines completeness and
security of an AlOracle.

¢’ Decisional companion of ¢: ¢(prompt, context, result) <> ¢’ ((prompt, result), context, accept).

@Psubpred A sub-predicate  from a  decomposition ¢ = N\; ¢i,  with

Qballow, ¢intent, ¢content7 ¢correct7 (,busefuly d)inﬂowa ¢outﬂ0w (action / data / flow groups)-

Security game (subsection 3.3)

A Adversary A in the security/completeness games.

white_box, black_box
inject_learn, inject_infer

A sees the model (white-box) or only an inference oracle (black-box).
A corrupts the corpus during LEARN, or injects a chosen context during INFER.

ATK Set of adversarial capabilities, drawn from {inject_learn, inject_infer, black_box, white_box}.

Security_Game Security game between a challenger and an adversary, parameterized by ATK and source.

state Adversary’s persistent state passed between phases of the game.

view Adversary’s view in the inference phase (model if white_box € ATK, else empty).

b, v’ Challenge coin sampled by the challenger and the adversary’s guess.

P Predicate on the game trace that identifies trivial attacks; when (trace) = 1 the
adversary’s win is not counted.

Adv Advantage of A in winning a security game.

€ Upper bound on the adversary’s advantage; an AlOracle is e-ATK-ip-secure for ¢.

Dual construction (section 4, Theorem 2)

BAIO Filtering AlOracle: accepts/rejects candidates with respect to ¢'.
CAIO Creative AlOracle: proposes candidate results for BAIO.
e Probability that CAIO’s result fails ¢1 on benign inputs (dual-construction slack).

Agentic systems (section 5)

n Number of steps (inference calls) in the multi-step agent security game.

Proceed
updated context.
tool_action;, tool_out;

Structured output format returned by INFER at step ¢, carrying the next tool_action; and

Tool call issued at step ¢ and the (adversarial) response returned to the agent.

TABLE 1: Summary of notation used throughout the paper, grouped by topic.

2.2. AlOracle Helpfulness and Harmlessness
Constraints

An AlOracle is designed with two specific objec-
tives: to be helpful and to be harmless to the user,
to society, or even to the provider. These objectives
are formalized by an ideal predicate ¢ that will be
decomposed into seven sub-predicates to enable the
model’s security reasoning. The first difficulty is that
helpfulness requires two notions: the result of the
query must be correct, and the result must be useful.
If the user asks their very secure AlOracle “what is
my next meeting?” and the result is it is the one
which follows your current meeting,” it is a correct
but useless answer to the question. In multi-purpose
and complex systems like AlOracles, neither correct-
ness nor usefulness can be algorithmically defined.

Defining what is useful is specifically harder because
we need an end user to judge, which might not work
well in the real world.

The predicate ¢. The predicate ¢, defined with three
inputs as (prompt, context, result) which are defined in
Figure 1, is the formal object that encodes what
it means for an AlOracle to behave as intended: it
returns 1 when the result to the prompt in context is
helpful and harmless, and 0 otherwise. Crucially, the
framework takes ¢ as an idealized object. It assumes
that we can name what we want and reason about
approximations to it. We start with this because spec-
ification is the part of agentic Al security that is
most often left implicit, and an implicit specification
cannot be reasoned about formally. Indeed, [5] defines
our predicate ¢ as a set Qomy and [7] defines it
as a ground truth function F*. In general, different



applications instantiate ¢ differently: for a classifier,
¢ checks whether the predicted label matches the true
category; for a chatbot, ¢ may encode factual accu-
racy, relevance, and the absence of harmful content;
for an agent, ¢ may decompose into sub-predicates
(as we show with an example for security in sec-
tion 5).

Human language and human intent are ambigu-
ous. Capturing “what the user wants” or formalizing a
requirement such as “I want this email reply to be ap-
propriate” into something precise is itself open. Think
about access-control mechanisms: writing down ac-
curate policies for agents is genuinely hard because
user intent and task structure both shift in ways the
policy author cannot anticipate. On the other hand,
high-level coarse policies along with a learning loop
can do better than any single fixed specification. We
expect the situation for ¢ to be similar.

One response to this is decomposition: rather
than try to capture ¢ in one stroke, we break it
into sub-predicates we can reason about individually.
These seven sub-predicates are not equally hard to
approximate; section 5 lists them and discusses which
are clean, which inherit from classifier security, and
which remain open. So the framework is robust to the
open status of specification.

Approximation of ¢ by an AlOracle. A key ob-
servation is that the ideal ¢ can itself be realized by
another AlOracle. That is, one may train a separate
AlOracle whose inference phase approximates the eval-
uation of ¢: given a triple (prompt, context, result), this
“judge” AlOracle outputs whether the triple is valid.
This recursive structure is precisely what underlies
our dual construction (section 4), where a BAIO
(“boring” AlOracle) acts as an approximate evaluator
of a sub-predicate of ¢, filtering the outputs of a
CAIO (“creative” AlOracle).

How well the training enables us to evaluate ¢
directly determines the security guarantees of the
composed system. This makes the training process
central to the discussion: the way an AlOracle is trained
determines not only how well it performs its primary
task, but also how reliably it can serve as a predicate
evaluator in a dual construction (detailed discussion
in section 4).

In fact, the training process is directly relevant
to the security of the overall system: the LEARN
phase determines whether the resulting model can
reliably evaluate the predicate, and thus whether the
composed system achieves its security guarantees. In
current practice, this is precisely what safety-focused
training methods attempt to do. Techniques such as
Constitutional Al [8], instruction following [9], and
reinforcement learning from human feedback [10]
all aim to train models that internalize safety con-
straints. In our formalism, they are training the model
to approximate a particular ¢. Understanding these
training methods through the lens of AlOracles clarifies
what each method targets: instruction following trains
the model to respect source hierarchies (which could
be related to a predicate ¢), while constitutional Al
trains adherence to a set of principles (related to

other predicates ¢). With this connection in mind,
we have to examine what happens when training-
based safety measures fail and how such failures can
become security vulnerabilities.

Safety vs. security. While the model developers am-
bitiously aim for H&H, they are challenged with cer-
tain problems: safety and security [11]. Note that the
objective predicate ¢ may be different when consider-
ing safety or security problems. The goal of safety is
to prevent the users from unintentional harms. Safety
guardrails don’t protect against a maliciously active
attacker. Instead, the harm comes from the model’s
own “inabilities.”

Providing safety is studied by model providers
during the reinforcement learning (RL) phase, train-
ing an RL model that can score AlOracle answers on
how well they adhere to the two competing objectives.
Multiple works from (hierarchical) instruction follow-
ing to constitutional AI [12], [8], [10], [13], [9] have
emerged in recent years, in which model developers
train the models with safety guardrails. The objectives
are then evaluated by benchmarks which are point
estimations on a fixed task set.

On the other hand, security aims to prevent mali-
cious actors (other than the model itself) from in-
tentionally causing harm. In the pipeline given in
Figure 1, an attacker tries to reach its goals given
some capabilities (i.e. which arrow to corrupt in the
pipeline).

Informally, we will capture the adversary’s ca-
pabilities in a set called ATK. ATK will set a flag to
indicate if the adversary can see the model, or if it can
choose a context, along with a prompt, to play with the
INFER phase or choose a corpus in the LEARN phase.
We allow these capabilities based on known attacks
on language models, including data poisoning, prompt
injection, and privacy attacks [14], [15], [16].

Completeness, security, and adversaries. Two
quantities characterize an AlOracle. Completeness p
is the probability that INFER produces a result
satisfying ¢ under benign use, where the in-
put may be chosen by any honest polynomial-
time algorithm.? Security e against an attack class
ATK C {white_box, black_box, inject_learn, inject_infer} is
the maximum advantage any polynomial-time adver-
sary with those capabilities has at making INFER
produce a result that violates ¢. We define a single
all-in-one game that unifies confidentiality, integrity,
and availability, so that a complete AlOracle security
claim has a single, falsifiable shape: system S is e-
ATK-secure for predicate ¢.*

There is also a stronger open question raised by
the framework itself: for which predicates is e-secure

2. If the attacker does not corrupt any arrow, it will be considered
as a safety problem, rather than a security problem.

3. We use completeness rather than correctness to avoid confu-
sion with the narrower notion of a “correct output”; completeness
reflects conformity to the system’s functional specification, which
is typically more than producing a correct result.

4. We exclude active Denial of Service attacks from our avail-
ability notion in the sense that we allow an AlOracle to give no
answer when under active attack. We detail this in subsection 3.3.



approximation even possible? Bellare and Kohno’s
work on related-key attacks [17] built a taxonomy of
key-derivation classes into provably-secure, provably-
insecure, and conjectured-secure. The same program
is open for AlOracle predicates. The confidentiality-
utility tradeoff in subsection 3.2 is one instance of
an impossibility-style result for a specific predicate
(MID) in a specific model (GLM): completeness
pe = 1 forces € > (p. —1/2)/n, with no construction
able to do better. Some other sub-predicates likely
admit analogous results. Cataloguing which ones do,
and where the boundary between feasible and infea-
sible lies, is a research direction the framework opens
but does not close.

Confidentiality, Integrity, and Availability. One
way to characterize both the safety and security of
AlOracle is in terms of the traditional information se-
curity triad: confidentiality, integrity, and availability
(CIA). Even though the defense mechanisms against
safety and security problems might differ, the CIA
triad still seems to be the most meaningful notion to
both problems. In what follows, we discuss how CIA
captures the H&H notions and how they are unified
in our security game in subsection 3.3.

Confidentiality focuses on two important princi-
ples: protecting the privacy of training data (i.e. the
corpus) and privacy of data coming from a user inter-
acting with the model. For the former, as discussed
in subsection 3.2, we argue that preventing training
data from being revealed to the user is against the
usefulness objective. Such risks should instead be
mitigated either by excluding private data from the
training corpus through appropriate data-sanitation
procedures, or by fine-tuning the model on a private
dataset whose resulting outputs are accessible only to
the authorized users. The latter covers the leakage of
user data through the result in agentic mode which
can be addressed by adding a requirement in the
harmlessness objective. Moving ahead, this should be
captured in our security game through the predicate
of ¢ in subsection 3.3.

Integrity requirements prevent the responses from
being incorrect, unreliable, or tampered with so as
to be useless or harmful. In AlOracle, integrity spans
input data integrity, model integrity, and output in-
tegrity. This means protecting against data poisoning
(tampering with training data), model attacks (like ad-
versarial examples that manipulate outputs or model
weights), and response manipulation (e.g. an attacker
altering an AI’s output). We capture the adversarial
capabilities which violate integrity in our security
game in subsection 3.3 with the predicate ¢.

Availability makes sure that the system is running
and not degraded for the legitimate users. Availability
will also be (partly) covered under the security game
in Figure 4 through the predicate ¢. Regarding attacks
aiming at making the system unavailable, we distin-
guish the safety problem (with no active adversary),
which is covered by the notion of usefulness, and
the security problem (with active attacks), where we
accept that the AlOracle may give a no-result instead
of violating other requirements. This means that we

do not address active DoS attacks.

3. Definitions and Security Games of
AlOracles

In practice, the learning phase may consist of
a pipeline of r rounds, where GENERATE_DATAS®"*®
— corpus = (corpusy, ..., corpus,), produces data
for each round and LEARN(corpus) processes them
sequentially. However, for the purpose of the core
formalism, we abstract this into a single invocation:
corpus <— GENERATE_DATA**""*® followed by model +
LEARN(corpus). This simplification does not affect any
of our results but makes the presentation lighter. In
practice, the corpus does not need to consist solely
of naturally occurring data extracted from the source.
In modern systems, the training data used in LEARN,
especially for mid-training (usually training is split
into pre-, mid-, post- training) relies on synthetic
examples, such as LLM-generated demonstrations or
other augmented data derived from the source.

3.1. Definitions

Definition 1 (AlOracle). An AlOracle is de-
fined by a triple of algorithms (GENERATE_DATA,
LEARN, INFER). The learning phase produces
corpus < GENERATE_DATA**""® and then model <
LEARN(corpus). The inference phase produces result <
INFER(prompt, context, model).

We note that source is common to every applica-
tion. Given that an AlOracle is a set of algorithms with
two phases, in our security definition, we will allow
the adversary to interact with AlOracle in one of these
phases depending on the given capabilities.

Completeness. We define the completeness of an
AlOracle relative to a set source and for an objective
predicate ¢. The predicate ¢ is not assumed to be
implementable. The completeness is a notion which is
characterized in the absence of an adversarial behav-
ior. It depends on the application. Thus, the definition
is meant to have no malicious activities. Instead,
the game itself calls the algorithms of AlOracle when
needed.

In the following completeness definition, we want
to generate a (prompt, context) pair by any algorithm
B. This algorithm does not model an adversarial
behavior. Namely, it operates independently of the
model. The role of B is to replace a forall quantifier
by anything which can be algorithmically generated
with complexity bounded by some B (e.g. B = 2%
instructions, or B polynomial).

Definition 2 (Completeness). Given a set source, an
AlOracle for a predicate ¢ is p-complete if for any
probabilistic B-bounded algorithm B, the following
game returns 1 with probability at least p.



Completeness Game

: corpus ¢— GENERATE_DATA®U"®

: model <— LEARN(corpus)

. (prompt, context) <— [3°uee

: result <— INFER(prompt, context, model)
: return ¢ (prompt, context, result)

AW =

Comparison with Self-Proving models. Anil et
al. [7] define a notion of correctness (their Defini-
tion 3.1) for self-proving models, where a model must
produce a correct output and prove its correctness to a
verifier. Our completeness definition is more general
in three respects (it also defines the correctness of the
model). First, Anil et al. do not include the learning
phase in their correctness definition, whereas our
completeness game explicitly runs GENERATE_DATA
and LEARN before evaluating the output. Second,
they draw the input from a specific distribution g,
whereas we let the inputs be chosen by any (be-
nign) polynomial-time algorithm 5, which subsumes
distributional inputs as a specific case. Third, they
model the predicate ¢ for an ideal deterministic
function called F'*, whereas we treat ¢ as a more
general predicate. That is, ¢(prompt, context, result) =
1 < result = F*(prompt, context). In our formulation,
the probabilities in the completeness bound are over
the randomness used during the data generation and
learning phases, not only over the input (i.e. prompt)
distribution.

Search vs decision problem. We define two types
of problems that an AlOracle tackles to solve: a
decision and a ‘“search” problem. We note that
any problem is a search problem and that deci-
sion problems are particular cases where the result
can be either an “accept” or “reject.” The inspira-
tion for this separation comes from modern cryp-
tography, where we have computational and deci-
sional Diffie-Hellman problems with different diffi-
culties. 3 Formally, a predicate ¢ for a search prob-
lem defines another predicate ¢’ for the compan-
ion decision problem by ¢(prompt, context, result) <
@' ((prompt, result), context, “accept”). Specifically, ¢’
decides whether (prompt, result) is a correct pair for a
given context. An AlOracle for the decisional problem
has the objective predicate ¢'.

Definition 3 (Classifier). Let f: X — W be a
function mapping objects to a finite set of category
labels W. A classifier for f is an AlOracle such that:
o GENERATE_DATA®®"® produces a corpus corpus =
{(z1, f(21)),. .., (zn, f(xn))} of labeled pairs
with x; € X.
o LEARN(corpus) trains a model model from these
labeled pairs.
o INFER(prompt, context, model) outputs a predicted
label result € W.
e The predicate is ¢(prompt, context, resulf) <
result = f (prompt).

5. Decisional Diffie-Hellman is an easier problem due to the fact
that the adversary is given a hint compared to the computational
version.

As an example, f <can be defined as
f(cat image) = cat and f(dog image) = dog. An
AlOracle for the corresponding ¢ is a classifier for cat
and dog images. In this simple notion of AlOracle,
context is not used.

Generic Language Model (GLM). Building on the
classifier notion, we define a generic language model
(GLM) by observing that the category names assigned
to objects are arbitrary. What matters is the structure
of the classification, not the specific labels. In that
sense, we call f a language.

We require the AlOracle to be complete regardless
of the language. A language translation is any bi-
jection t: W — {1,...,|W]|} on the codomain W
of f. Given a translation ¢ for a language f, we
define the translated language as t o f; the trans-
lated data generator as GENERATE_DATA;, which runs
GENERATE_DATA and then applies ¢ to every label;
and the translated predicate ¢;, which replaces f by
ft = t o f. For a classifier in GLM, we replace
GENERATE_DATA by GENERATE_DATA; and ¢ by ¢;.
In games, t is randomly sampled at the beginning of
the game and given to the adversary.

Intuitively, a generic model cannot rely on any
prior association between objects and label names:
it must learn the mapping entirely from the training
data. This is analogous to Shoup’s Generic Group
Model [18], where algorithms operate on abstract
group elements without exploiting their concrete rep-
resentation. A GLM captures a core property of
language models: they learn associations from data
rather than from hardcoded prior knowledge. The
genericity requirement also reflects that LMs must
handle arbitrary token-to-meaning mappings across
languages and domains. However, we note that this
abstraction does not model all aspects of real LMs;
in particular, real models do leverage pre-existing
distributional patterns in natural language, and their
generalization behavior is shaped by inductive biases
in the architecture (e.g., attention mechanisms). The
GLM should therefore be understood as an idealized
model useful for proving impossibility results (such as
the MID-completeness tradeoff as we will detail next),
rather than as a complete description of practical
LMs.

We note that a classifier AlOracle is p-complete if
it correctly labels a fresh prompt with probability at
least p. This models the generalization requirement
central to machine learning: the model must perform
well on unseen inputs, not just on the corpus. In partic-
ular, our completeness definition requires generaliza-
tion by construction: a model that memorizes corpus
(overfitting) but fails on fresh queries from source
would not satisfy p-completeness for meaningful p.

3.2. Confidentiality in AIOracles

Confidentiality vs utility. Confidentiality is usu-
ally defined as what a malicious user could learn from
interacting with the model. There exist many different
ways to define it. We define a Membership Inference
Distinguisher (MID) from [19] with our notations as



a typical example. In this security notion, there is a
set corpus which is an unordered set of n elements.
The adversary builds the dataset with two options
corpus’ U {2} or corpus’ U {z1} which differ by only
one element. The model learns from one of these
options and the adversary must guess which one from
the model (see Figure 2). We have MID-security if, for
any adversary, Pr[MID — 1] < I + €. This perfectly
models the membership inference attack [20].

Membership Inference Distinguishability Game: MID(n)

: flip a coin b

. (corpus’, 20, 21) « A" (n)

: if |corpus’| #n — 1 then return 0
corpus < corpus’ U {zp}

: model <~ LEARN(empty, corpus)

b+ A" (corpus’, 20, 21, model)

: return (b =)

Figure 2: Membership Inference Distinguishability
(MID) game: the adversary picks two candidate ele-
ments zg, z1; the model trains on one of them; the
adversary guesses which one it is trained on.

However, this notion does not discuss complete-
ness. And, there is a clear tension between confiden-
tiality, where we do not want to learn from a specific
data element, and completeness, where we do want to
learn every data element. To illustrate this, we revisit
our classifier notion with a set of images of cats and
dogs. We use this example to prove the confidentiality
and utility tradeoff with the following theorem.

Theorem 1 (Confidentiality-Utility Tradeoff). If a
classifier with two categories is e-MID secure and p.-
complete in GLM after learning a corpus of size n,
then p. < % + ne.

Minimal MID-security for useful classifiers. Rear-
ranging the bound p. < % + ne shows that any
generic AlOracle classifier that achieves completeness
probability p. must satisfy

1
pc_§

n

€ >

In particular, if we require p. close to 1 (i.e. a useful
classifier), then we need ¢ > ﬁ This quantifies the
best MID-security we can aim at: a useful generic
classifier cannot be more than %-MID-secure. Thus,
any meaningful utility forces a concrete, quantifi-
able lower bound on the information leakage about
training-data membership. For example, a good clas-
sifier (with p ~ 1) for cat and dog images uses
n = 5000, which means ¢ > 10~%.

Proof. Let Cat and Dog be two disjoint sets of im-
ages, and define X = Cat U Dog. A language is any
mapping f : X — {a,b} that is constant on Cat and
constant on Dog, for instance, f(cat image) = a and
f(dog image) = b. GENERATE_DATA produces pairs
of the form (img, f(img)), i.e. it labels each image
according to the language f.

The predicate ¢ is defined as

@ (prompt, context, result) <= result = f(prompt).

That is, a valid result assigns the correct label to the
queried image.

Game sequence. We proceed by a sequence of hy-
brid games Gameg, Gamey,...,Game,, where n =
|corpus|.

Game;(n):
1) Pick t at random
2) corpus <— GENERATE_DATA;*"®®

3) Define corpus; by flipping the labels of the first ¢ el-
ements of corpus (i.e., swapping 1 <> 2).

4) model <— LEARN(corpus;)

5) (prompt, context) «— 13°°U"*®

6) result < INFER(prompt, context, model)
7) return 1 equi—f, (prompt)

Let p; = Pr[Game; — 1].

Bounding py. Game( flips zero labels, so corpusg =
corpus. This is exactly the completeness game (2).
Hence

Po = Pe- ey

Bounding p,,. We define ¢4, mapping 1 to 2 and 2
to 1. In Game,, all n labels are flipped, so corpus,,
is the corpus with every label swapped. By setting
t' = tgipot, we can rewrite this game equivalently as:

Game, (n):
1) Pick ¢ at random
2) corpus <— GENERATE_DATA)"*®
3) model <— LEARN(corpus)
4) (prompt, context) «— B
5) result < INFER(prompt, context, model)
6) return 1 g« 4+ (prompt)

Being correct for the original language f; (result =
ft(prompt)) is the same as being incorrect for the
flipped language fi (result # fu (prompt)). Therefore
the complement of Game,, is a completeness game on
the flipped language, and by the GLM assumption it
succeeds with probability at least p.. Hence

1- Pn Z Pe- (2)

Reduction to MID. It remains to bound |p; — p;41|
for each 7. We construct a MID adversary (A, A) as
follows.



MID game with an adversary (A’, A):

1) Flip a coin b « {0,1}.

2) Adversary A':
a) Pick ¢ at random
b) corpus, < GENERATE_DATA;*""*®
c) Define corpus; by flipping the first 7 labels.
d) Set zo to the (i+1)-th element of corpus;.
e) Set corpus’ < corpus; \ {70}
f) Set z1 to zp with its label flipped.

3) corpus < corpus’ U {zp}

4) model <— LEARN(corpus)

5) Adversary A:
a) (prompt, context) «— B
b) result +— INFER(prompt, context, model)

C) b < 1resuh¢ft (prompt)
6) return (b =1b’)

Observe that:

e When b = 0: the corpus is corpus’ U {29} =
corpus; (first ¢ labels flipped). The game returns
1 iff ¥ = 0, i.e. the result is f;(prompt). So,
Prlreturn 1 | b = 0] = p;.

e When b = 1: the corpus is corpus’ U {21} =
corpus; 1 (first i+1 labels flipped). The game re-
turns 1 iff ¥’ = 1, i.e. the result is not f;(prompt).
So, Prreturn 1 |b=1] =1 — p;43.

The overall probability that the MID game returns
1 is:

Prireturn 1 | b = 0] . Prireturn 1 | b = 1]

2 2
_ pi+ (1—pit1)
2
1 pi—pina
=37 2
Therefore,
pi —pi1 =2(p— 3) < 2 €)]

since the MID advantage is at most e.
Conclusion.. By telescoping (3) over i =
0,...,n—1:
n—1
Po —Pn = Z(Pz — Pit1) < 2ne.
i=0
Combining with (1) and (2):

PCSPO and pcgl_pn7

SO
2pe <po+ (L —pn) =1+ (po —pn) <14 2ne.

Finally, )

< - .
Pe < 5 e

O

The tension between confidentiality and utility
comes from the fact that MID security treats all data el-
ements from the corpus as confidential. In practice, it
is overkill because we do not necessarily need or want
to protect all data elements. Pragmatically speaking,

we have three options: (1) the learning phase treats
confidential data differently; (2) the learning phase
eliminates confidential data from the corpus before
training; or (3) one adds a restriction to ¢ such that
result does not include any confidential information.
In all cases, we need to identify confidential infor-
mation. Again, identifying confidential information is
yet another Al binary classifier problem or a decision
problem where the objective is characterized by a
predicate ¢'.

Confidentiality vs integrity. User data confidentiality
is a more acute concern in agentic systems. How-
ever, we need a proper ¢ to characterize whether
the result would leak confidential user data or not.
Consequently, all confidentiality problems reduce to
ensuring that the triple (prompt, context, result) satisfies
¢. This reduction is more natural for integrity.

3.3. Security Game

How to read the games in this paper. Every game
we define follows the same template: a challenger
runs the honest AlOracle pipeline (GENERATE_DATA,
LEARN, INFER); an adversary 4 acts within the capa-
bilities granted by ATK; a predicate decides whether
the adversary wins; and a side predicate @ rules out
trivially won executions (e.g., the adversary first poi-
sons the corpus to make ¢ false on its own query). The
adversary’s advantage is its win probability above
the completeness baseline 1 — p. The games in sub-
section 3.2, subsection 3.3, and subsection 5.4 all
instantiate this template.

In this section, we define a precise formalism for
security issues by games played by a malicious adver-
sary. We model the adversary’s capabilities by a set
ATK. It can contain some of the four labels: white_box,
inject_learn, inject_infer, black_box. If white_box is in ATK,
it means that the adversary can see the model from
LEARN phase. If inject_learn is in ATK, then the adver-
sary can corrupt the corpus during the LEARN phase.
If inject_infer is in ATK, then the adversary can add a
chosen input context in INFER phase. If black_box is
€ ATK, then the adversary can play with an INFER(.,.,
model). Finally, the adversary chooses the prompt
made by the user. If ATK C {white_box, black_box},
we say that the adversary is passive. Otherwise, it
is active.

Security Game. We first give one simpler version
of our security game in the security game with an
inference-only adversary in Figure 3. There, ATK is
defined with two flags: white_box and inject_infer. Both
of these flags together imply that the adversary can
see the final output model with prompt and context
injection capabilities where the adversary chooses
both prompt and context to the INFER phase.

The full security game, which captures all at-
tacks under full adversarial capabilities, is de-
fined in Figure 4. The goal of the adversary, i.e.
the winning condition, is to make the predicate
¢(prompt, context, result) not satisfied. The game does
not allow trivial wins. For example, if inject_learn €
ATK, i.e., the attacker can change corpus to train the



(INFER-Only Adversary): Security_Game(ATK, source)

: assert ATK = {white_box, inject_infer }

: corpus <— GENERATE_DATA®*®

: model <— LEARN(corpus)

: (prompt, context) <— A(model, source)

: result < INFER(prompt, context, model)

: if ¢ (prompt, context, result) then return O
: return 1

~N OB W =

Figure 3: Security game with inference-only ad-
versary capabilities: white_box (model access) and
inject_infer (context injection).

model to learn that elephants can fly and then ask in
the prompt whether elephants can fly. We check if
an attack is trivial by verifying a predicate 1 (trace)
which is computed on the trace of the game execution.
Notice that the completeness game corresponds to
the security game with opposite ¢,¢ = false, and
ATK = {inject_infer} where B plays as an adversary.

If we focus on attacks where inject_learn & ATK, we
make the adversary passive during the learning phase.
Such passive adversary will not have trivial attacks
on the system. v is always false. If inject_learn is in
ATK, 1) should be based on corpus’ (as it is changed by
A) and a triplet (prompt, context, result). Hence, trace =
(corpus’, prompt, context, result).

The advantage of the adversary is defined as
Adv = Pr[Security_Game — 1] — (1 — p). The baseline
is a completeness adversary making the model return
an invalid result with probability (1 — p).

(Full Adversary): Security_Game(ATK, source)

1: corpus <— GENERATE_DATA®"*

2: (corpus’, state) «— A%

3. if inject_learn € ATK then corpus’ < corpus

4: model < LEARN(model, corpus’)

5: if white_box € ATK then view < model else view <
empty

: if black_box € ATK then oracle < INFER(-, -, model)
else oracle «+— empty

7: (prompt, context) < A (state, view, source)

8: if inject_infer ¢ ATK then context — empty

9: result < INFER(prompt, context, model)

10: if ¢(prompt, context, result) them return 0

11: if t)(trace) then return 0

12: return 1

=)

Figure 4: Security game with full adversary capabil-
ities: learning-phase poisoning, model access, black-
box oracle, and context injection.

Definition 4 (Security). An AlOracle for ¢ is e-ATK-
1-secure if there exists p such that it is p-complete
for ¢ and, for any PPT adversary A, Adv < € in the
game in Figure 4.

The predicate ¢ which is used in completeness
may differ from the one used in security. For instance,

AlOracle
(BAIO)

Boring
(solves decision problems)

Creative /
AlOracle

(CAIO)
(solves search problems)

Figure 5: Communication between two AlOracles solv-
ing the “search” problem and the decision problem.

completeness may impose ¢ to capture DoS cases but
security would not impose that. A no-answer is not
useful with respect to completeness but acceptable
under adversarial stress.

Takeaways. subsection 3.3 fixes three design choices
that the rest of the paper relies on. First, security is pa-
rameterized: an AlOracle is e-ATK-1)-secure, so claims
always specify which capabilities the adversary has,
which trivial wins are excluded, and against which
predicate ¢. Second, security is measured against the
completeness baseline 1 — p rather than against zero,
which lets us cleanly compose secure components in
section 4. Third, active DoS is deliberately out of
scope: under adversarial stress, an AlOracle is per-
mitted to return L instead of an unsafe result, and
this asymmetry is what allows the dual construction
in section 4 and the sub-predicate decomposition in
section 5 to be well-defined. Subsequent sections
instantiate this game for specific predicates and com-
positions.

4. Dual construction

When the predicate ¢ is defined as a conjunction
of different criteria, we can build an AlOracle from
sub-oracles. For instance, the objective of the AlOracle
is to be helpful and to be harmless to its users,
which are two different criteria. In an earlier section,
we concluded that confidentiality could be treated as
an additional criterion. Furthermore, helpfulness was
characterized as correctness and usefulness, which are
again two different criteria.

A dual construction consists of designing an AlO-
racle for ¢ = ¢1 A ¢o from an AlOracle for ¢o
and an AlOracle for the decision version of ¢; (de-
noted as ¢}). The AlOracle for ¢ is called creative
AlOracle, CAIO = (GENERATE_DATA, LEARN,, INFER3),
which proposes results to the prompt. The AIO-
racle for ¢} is called boring AlOracle, BAIO =
(GENERATE_DATA1, LEARN{, INFER; ), which filters the
proposed results. The interaction between CAIO and
BAIO is illustrated in Figure 5: CAIO proposes a candi-
date result, BAIO accepts or rejects it, and the process
repeats until BAIO accepts or a bound is reached.
The concrete algorithms for data generation, learning,
and inference in the dual construction are given in
Figure 6.

To be able to quantify the completeness and secu-
rity of the dual construction, we need to upper bound
the corner cases where CAIO provides a result that is
correct for CAIO and incorrect for BAIO, and a final no-
result is not permitted by ¢. We denote this probabil-



GENERATE_DATA*"*® LEARN(model, corpus’)

INFER(prompt, context, model)

: corpus; <— GENERATE_DATAY""*
: corpusy <— GENERATE_DATAS"*®
: corpus <— (corpusy, corpusy)

: return corpus

B W —

LEwN S

: return model

: parse corpus = (corpusy, corpuss )
model; <— LEARN; (corpus)
modely <— LEARN2 (corpuss )

: model <— (modelt, model2)

parse model = (model;, modelz)
resulty <— INFER2 (prompt, context, modelz)
result; <— INFERy ((prompt, resultz), context, model; )
if resulty = “accept” then
result <— result> else result <— empty
return result

1:
2:
3:
4:
5:

Figure 6: Subroutines for data generation, learning, and inference for dual construction. In LEARN;, we train
BAIO as model; and then continue training CAIO as models.

ity that CAIO returns a result satisfying its own predi-
cate with e. If we accept that ¢(prompt, context, L) = 1
(i.e. an empty result is fine), then we set e = 0. Note
that DoS attacks are out of scope. Thus, it should
be the case that e = 0. However, completeness also
requires the result to be useful. We cannot expect CAIO
to be useful when adding a requirement ¢, for which
it was not trained, except if it is rare that its result
does not satisfy ¢; (hence e is small).

Theorem 2 (Dual Construction Composition). We de-
fine three predicates ¢, ¢, and ¢, as follows: ¢ = ¢ N\
@2, &(prompt, context, result) = ¢(prompt, context, L);
and ¢y = ¢ NV ¢o. We assume that CAIO is e-
{inject_infer}-secure for ¢.. If BAIO is p1-complete for
' and CAIO is pa-complete for ¢o, then the dual con-
struction is p-complete for ¢ with p = p1+ps—1—e.
We assume that 1, = 1o 0or ¢ =1
and that CAIO is e-ATK-Yy-secure for ¢.. We
define ((corpus), corpush), prompt, context, result) =
11 (corpus) , (prompt, result), context, accept)V
o (corpusl,, prompt, context, result). If BAIO s
€1-ATK-1)1-secure for ¢) and CAIO is €3-ATK-1a-
secure for ¢o, then the dual construction is
€-ATK-1-secure for ¢ with € = €1 + €3 + e.

Proof. Given an algorithm B for the dual construc-
tion (for the completeness game), we can define two
algorithms: B¢ for CAIO and Bg for BAIO.

For completeness, there is no adversarial activ-
ity during the learning phase, and B only provides
(prompt, context) from scratch. Let resultsao be the
result of BAIO, resulicao be the result of CAIO, and
result be the result of the dual construction. We set
Bc = B. For Bp, it is different because it needs
to provide the resultcao as well. Hence, Bp starts
by building the CAIO model, and runs B to get
prompt and context, then runs the CAIO model to get
the resultcap. It outputs ((prompt, resultcaio ), context)
as a challenge for BAIO to complete. A case
where the game for B returns O (with probabil-
ity 1 — p) corresponds to ¢(prompt, context, result)
0. The case ¢ (prompt, context, resultcao) 0 hap-
pens with probability bounded by 1 — ps. The case
&% ((prompt, resultca ), context, resultgao) = 0 happens
with probability bounded by 1 — p;. In the remaining
cases, we have ¢1(prompt, context, resultcap) = 1 and
&% ((prompt, resultca ), context, resultgao) = 1. It means
that both BAIO and CAIO completed their tasks, but
¢ (prompt, context, result) = 0. Clearly, this implies that
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CAIO returns resultcao Which does not satisfy ¢, hence
it happens with probability bounded by e. Hence,

1-p<(Q—-p1)+(1—p2)+e

which implies p > p; + p2 — 1 — e. This bound is
useful if both p; and p- are close to 1, and e is close
to 0.

Given an adversary A, we construct A¢ and Ap
as follows. The adversary A¢ simulates A during the
learning phase but only returns corpusf. If white_box
or black_box is in ATK, A simulates model; <
LEARN; (corpus) ) to add model; in state and be able
to complete the view with model; or to simulate the
BAIO inference oracle during the inference phase.

The adversary Ap is constructed in the same
manner but always simulates the learning phase of
CAIO in order to return resultcpo in the inference
phase.

Then, the same reasoning as for completeness
applies. If we assume that CAIO is e-{inject_infer}-
secure for ¢, then the dual construction is p-complete
for p = p1 + p2 — 1 — e.. Hence, Adv(A) + (1 — p)
< Adv(Ac) + (1 —p1) +Adv(Ap) + (1 —p2) +e

If CAIO and BAIO are secure, Adv(A¢x) < ¢; and
Adv(Ap) < ez, which makes Adv(A) < € for € =
€1+ €2 +e. When €1, e are negligible, ¢ is negligible
too. O

BAIO could be seen as a filter on an output of

CAIO. It has a similar complexity to CAIO. Indeed,
following the result of [6], BAIO’s high complexity
might be inevitable as detailed below.
Discussion. In [6], the authors study the
(im)possibility of easy filtering to increase the
harmlessness of Large Language Models (LLMs).
They consider both preemptive filtering where the
prompt is filtered alone if it makes a harmful query
and output filtering where the result is filtered together
with the prompt if result is harmful. We specifically
focus on the latter. More specifically, they prove that
if the complexity of the filter is not high enough to
implement the harmlessness predicate (which they
call an oracle H), then it is always possible to bypass
the filter. They show that they can find a malicious
model M’ that is indistinguishable from an honest
model M and is able to set up a covert channel
intelligible only to the malicious oracle H’, which
uses it to pass harmful results undetected.

We want to map the meaning of Theorem 10
from [6] to our formalism. The model M (resp.



M) is called CAIO (resp. CAIO') in our work. The
harmfulness oracle H (resp. H’) judging the results
of M (resp. M') is our primitive ¢ (resp. ¢’) with
the difference that in our definitions we let ¢ output
a bit whereas they let H output a score, which is a
real number. The output filter is BAIO in our results.

We now describe their results with the language
of our formalism. They start with a (CAIO, ¢) and
construct (CAIO’, ¢’) such that if there is a set of
input triplets making ¢ output 0 (harmful result),
then CAIO" always returns results making ¢’ output
0. However CAIO and CAIO’ are indistinguishable by
any BAIO and they are equipped with ¢. And, ¢’ pro-
duces indistinguishable results on triplets coming out
from CAIO. This happens because CAIO" will embed
some secret message in the result which can only
be understood by ¢’. Namely, their construction of
CAIO" and ¢’ works in a way that they “talk through”
a covert channel which is not detectable by BAIO.
The adversarial model is such that the adversary can
modify (CAIO, ¢) to create its own version (CAIO’, ¢').
¢’ decides if a result is harmful by checking if CAIO’
sent a secret message. We note that if such a thing
happens, it is a contradiction with our completeness
notion. Furthermore, for such a covert channel to ex-
ist, they need the assumption that there is a hardness
for BAIO which is not hard for ¢’ which is in line with
their separation of harmlessness oracle from a filter.

5. Agents as AlOracles

Recent work by Siu et al. [21] proposes four
security properties for LLM agents: task alignment,
action alignment, source authorization, and data iso-
lation. Their framework introduces five idealized un-
computable oracle functions to verify these proper-
ties at runtime, and uses them to reclassify known
attacks (prompt injection, jailbreak, task drift, etc.)
as violations of specific properties. Siu et al. did not
consider the usefulness of an agent in their security
framework, in the sense that an agent doing nothing
will be considered as secure but not be evaluated for
usefulness.

We view an agent as an AlOracle whose result is
a program executed in interaction with external tools.
There are two possible design points: a full-planner
AlOracle, where a single INFER call emits the entire
program up-front, and a next-step AlOracle, where each
INFER call emits only the next action and is re-invoked
after observing its outcome. The next-step variant
is adaptive (it can react to tool outputs, errors, or
ambiguous data) and reduces multi-step security to a
sequence of single-call security claims, as we show
in subsection 5.4. We adopt the next-step formulation
throughout this section.

This section demonstrates how, in the case of
agents, our predicate ¢ can be defined as a con-
junction of seven sub-predicates organized in three
groups: action, data, and flow, where each captures a
distinct and cleanly separable security requirement.
We show this with the AlOracle formalism which
subsumes these properties through the predicate ¢ and
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its decomposition. We illustrate this with a concrete
toy example.

5.1. Example: Email Reply Agent as an AIO-
racle

Consider a user who issues the prompt: prompt; =
"Reply to Alice’s latest email con-—
—firming tomorrow’s 1l0am meeting.".
The first AlOracle call resulty
AlOracle.INFER(prompt; , context;, model) produces
executable code with the following tool calls:

tool_inbox_fetch(" from:Alice")
tool_email_send(<reply>)

A naive agent would simply execute these tool
calls in order. However, such a rigid sequence is brit-
tle: the inbox query may return nothing, the fetched
email may be ambiguous, or the drafted reply may
need revision. To anticipate such deviations, each
INFER returns only the next step in the form of
“Proceed(tool_action, context)” (given in Figure 7) or
END, with context carrying the execution trace (ini-
tialized to prompt;). Thus,

result; = "Proceed (tool_inbox_fetch("from:Alice"),
context; | |prompt; )”

In Figure 7, the Proceed subroutine executes a
tool action, appends its output to the trace, and hands
control back to the AlOracle to decide the next step.
This turns the agent from a fixed pipeline into an
adaptive loop driven by the AlOracle.

Proceed(tool_action, context)

tool_out <— call(tool_action)

context <— context|| (tool_action, tool_out)

prompt <— "Decide next step from trace in context"
result <— AlOracle.INFER(prompt, context, model)

execute(result)

DR

Figure 7: The Proceed subroutine: executes a tool
action, appends its output to the trace, and hands
control back to the AlOracle to decide the next step.

With Proceed in place, the Email Agent can be
written as a short two-phase template whose adap-
tivity comes from the wrapper instead of a hand-
coded control flow. The flow is shown in Figure 8
We expect that the agent will find Alice’s last email
in the first action. Based on the first action, it will
write an answer confirming the meeting for tomorrow
at 10am. Finally, it will set the next action to send
this reply to Alice.

At runtime, each tool action in the agent is
wrapped by a call to Proceed(tool_action, context) (Fig-
ure 7), so that the AlOracle re-evaluates the trace
after every tool output and decides the next step
rather than blindly following the sequence above. For
example, if tool_inbox_fetch returns no matching email,
Proceed lets the AlOracle adapt, e.g. by broadening the



Atk 1: "send tF t" . . . . .
! snna et | prompt: "Reply to Alice’s latest email confirming tomorrow’s 10am meeting."
Pallow
Y Atk 6: Email bod i
. tk 6: Email body contains
Atk 3: Tamp‘gmd email contents _____ >[tool_inb0x_fetch(“ from:Alice" )]4 ————— "reply ‘I c;*ui ern
Pcontent "
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Atk 4: Wr;(mg time in draft __ _ _ _ >[INFER: At eatmten reply — result2]< _____ Atk 2: Ca/{ tool_inbox_delete
Pcorrect Pintent
-
a7 A
Atk 5: Reply in wrong language Atk 7: CC full inbox to third party

Puseful

[ tool_email_send(result2) ]4 —————

Poutflow

Figure 8: Sequential data flow through the email reply agent with seven attack injection points. Each red
dashed arrow shows where an attack enters the pipeline, labeled with the sub-predicate of ¢ that catches it.
AlOracle.INFER and tool call boxes are colored differently.

query or asking the user for clarification, and only
proceeds to Phase 2 once a valid draft is available.
Each recursive AlOracle.INFER call produces its own
(prompt, context, result) triple which must satisfy ¢.

5.2. Decomposing ¢ into Sub-Predicates

Recall that ¢  defines the set of
(prompt, context, result) triples that are aligned with the
system’s helpfulness and harmlessness objectives.
We decompose ¢ into seven sub-predicates organized
in three groups (see Table 2):

® = Qallow N Pintent N
Action
Gcontent N Peorrect N Puseful A
Data
Binflow A\ Poutflow

Flow

The three groups follow the data flow through the
agent.
Action rules what the agent decides to do. @ajiow
checks if the action is permitted by the Al system’s
policy, which is independent of the user’s wishes.
Pintent Checks whether the action is making a step
towards the user’s stated goal. Together, they capture
that the agent only pursues tasks that are both allowed
and requested. They also prevent endless loops.
Data governs the quality of data and results. ¢content
checks whether the data the agent relies on is sound.
Ocorrect checks whether the result is factually correct
given the data. ¢ygery1 checks whether the result is
practically useful to the user. These three capture the
progression from input quality to output quality.
Flow governs information boundaries. ¢i,f0w checks
that external data is not interpreted as instructions.
Poutfiow checks that internal data is not leaked to
unauthorized entities. Together, they enforce that in-
formation stays in its proper role and location.

The seven sub-predicates are not equally hard to
approximate:

o The clean ones. ¢outfiow, Pallow, and Pinfiow
have crisp definitions. ¢outfow can often be en-
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forced by static or evolving permission checks.
Pallow reduces to coarse-grained policy lookup.
dinflow reduces to detecting instruction-shaped
content in untrusted data, which has been studied
extensively.

« The classifier-inheriting one. ¢.ontent reduces
to classification of tampering or integrity viola-
tion. Classifiers are the finest-grained AlOracles
we want to reduce everything else to, and their
security is the subject of subsection 3.2.

o The open ones. ¢iptent and @ygsery require cap-
turing what the user actually wanted. Today this
needs user studies, judge models, or behavioral
analysis. The framework gives a place to state
the claim. We do not define a procedure to
discharge it.

Each sub-predicate has a single, clear responsi-
bility. This avoids the confusion that arises when,
for example, source authorization is entangled with
content quality: an external data source selected by
the user does not make its data correct (Pcontent)s
nor does it authorize the source to issue instructions
(dinfiow)- The seven-way decomposition also enables
fine-grained diagnosis: when ¢ = 0, which sub-
predicate failed and at which AlOracle call is immedi-
ately identifiable. To explain how attacks are defeated,
we assume that the sequence of steps follows the
Email Agent algorithm.

5.3. Attack Analysis

We show how the seven sub-predicates of ¢ cap-
ture known attacks on the email reply agent. The
attacks are ordered so that each one highlights a
different sub-predicate.

Attack 1: Harmful User Intent
(Pallow = 0). The wuser issues:
prompt; = "Send Alice a threatening

message about tomorrow’s meeting."
The first AlOracle call produces result; .
o Oallow = 0 at result;: the Al system’s policy
prohibits sending threats. The requested task is
not in the allowed set regardless of who asks.

e ¢ =0 — attack caught (by ¢.jow at resulty).



Group Sub-predicate

Condition for = 1

Action  @aliow (prompt, context, result) Every action in result is permitted by the Al system’s policy.
@intent (prompt, context, result) Every action in result is anticipated to take a step toward the user’s stated
goal in prompt with context.
Data @content (prompt, context, result)  The data in context used to produce result is factually sound: not manipu-
lated, bogus, or harmful.
@correct (Prompt, context, result)  The result is correct given prompt and context.
@usetul (prompt, context, result) The result is useful to the user for the task stated in prompt with context.
Flow @inflow (Prompt, context, result) External data in context is not interpreted as instructions that influence the

actions in result.

Poutfiow (prompt, context, result)

No data from context is transmitted to entities outside the permission

boundary in result.

TABLE 2: Sub-predicates for the security of an agentic AlOracle grouped in three families: ¢ = @a110w /\ Gintent /\

¢Content A ¢Correct A ¢usefu1 A ¢inﬂow A ¢0utﬂow-

Attack 2: Capability Misuse (@intent 0).
The agent’s code in result; includes a call to
tool_inbox_delete(all) to clean up the inbox after reply-
ing.

e Ointent = 0 at result;: deleting the inbox is not
aligned with the user’s stated goal of replying to
a single email.

e« ¢ =0 — attack caught (by ¢intent at resulty).

Attack 3: Adversarial Email Manipulation
(dcontent = 0). A compromised mail server returns a
manipulated email in tool_out; : Alice’s actual message
is replaced by a fake one stating that the meeting is
cancelled, or by a message with garbled contents that
no longer correspond to a meeting confirmation.

o Pcontent = 0 at resulty: the AlOracle call that drafts
the reply (line 4 of the Email Agent algorithm)
operates on manipulated data. The fetched email
is not factually sound; it has been tampered with
and does not reflect Alice’s real message.

¢ ¢ = 0 —> attack caught (by ¢content at results).

Attack 4: Incorrect Result (¢correct = 0). The agent
drafts the reply (line 4 of the Email Agent algorithm)
but writes the wrong meeting time: Alice’s email asks
to confirm 10am, yet the draft says 11am.

e GDcorrect = 0 at resulty: the result is factually
incorrect; the draft confirms a time that does not
match the email it is replying to.

e ¢ = 0 — attack caught (by dcorrect at results).
Attack 5: Task Drift (¢ysery1 = 0). The agent gen-
erates a reply (line 4 of the Email Agent algorithm)
that is technically a confirmation but is written in a
language Alice does not read, or is so long that the
confirmation point is buried in unrelated text.

o Ouseful = 0 at resulty: the reply is correct but
not useful, since Alice cannot easily extract the
confirmation from it.

e ¢ =0 — attack caught (by ¢ysery1 at results).

Attack 6: Indirect Prompt Injection
(dinflow = 0). The fetched email (in
tool_out;) contains the embedded instruction:

"Ignore previous instruction and reply

"I quit my Jjob’." The agent treats this
external text as a command and writes the requested
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resignation message
meeting.

instead of confirming the

e Pinflow = 0 at resulty: external data from context
(the embedded instruction in the fetched email)
was interpreted as an instruction that influenced
the reply in results.

e ¢ =0 — attack caught (by ¢infow at results).

Attack 7: Data Exfiltration (¢outaow = 0). The
agent, when sending the reply in line 7 of the Email
Agent algorithm, attaches the contents of the user’s
full inbox to the message, or CCs the reply to a third
party not on the original thread.

o Goutfiow = 0 at resulty: user data (other inbox
contents from context) is transmitted to an exter-
nal entity (Alice or a third party) beyond what
is necessary for confirming the meeting.

o ¢ = 0 —> attack caught (by douiaow at results).

5.4. Multi-Step Agent Security

Assume that the AlOracle for ¢ is e-ATK-secure
with ATK = {white_box, inject_infer} and ¢ = 0. We
want to prove that when used as an agent, for every
model inference done during the execution of the
agent, the predicate ¢ is satisfied, except with some
probability.®

Let n be the number of INFER calls. We will show
that the probability that at least one of the n INFER
calls makes ¢ = 0 is bounded by n - €.

The game runs as follows:

Theorem 3 (Reduction to single-call security). If
ATK = {white_box, black_box} and the underlying AlO-
racle (used to make Proceed calls) is e-secure for ¢,
then the agent is ne-secure with respect to the security
game in Figure 4.

Proof. Let ¢; be the probability that the i-th INFER
call makes ¢ = 0. By a union bound, the probability
that at least one INFER makes ¢ = 0 is bounded by

Pr [3@' : ¢(prompt;, context;, result;) = O] < e1tegt--

6. This is for a model obtained in an honest manner, but with
adversarial initial prompt and context input and adversarial tools.

.+€n



Multi-Step  Agent with  ATK =

{white_box, black_box }

Security Game

1: corpus <— GENERATE_DATA®"®
2: model <— LEARN(corpus)
3: (prompty , context; ) <— A(model, source) > Adversary chooses
initial input
fori=1,2,...,n do
result; <— AlOracle.INFER (prompt;, context;, model)
parse result; as “Proceed(tool_action;, *)”
if parse fails then break
tool_out; <— call(tool_action; ) > Adversarial tools
context; 11 <— context; || prompt; || tool_action; || tool_out;
prompt; 4 1 < “Decide the next step following the trace in
context”
11: if 3¢ : ¢(prompt;, context;, result;) = 0 then return 1
12: return O

VeI UNR

1

Single-Step Reduction: Adversary .A; Simulates Steps 1 to
i—1 and Challenges Step ¢

1: corpus <— GENERATE_DATA®U"®

2: model <— LEARN(corpus)

3: (prompt;, context;) < .A;(model, source)
steps 1 to ¢—1 internally

4: result; <— INFEFi(prompti7 context; , model)

if @ (prompt;, context;, result;) = 0 then return 1

6: return 0

> A; simulates

b

We define n adversaries A;, each of which sim-
ulates the game from the beginning up to step ¢ and
returns (prompt;, context;). In the ATK model, A; can
simulate the first ¢ — 1 inferences: either by using the
model directly if white_box € ATK, or by making calls
to the inference oracle if black_box € ATK. We assume
that the interaction with tools can be simulated algo-
rithmically by the adversary. A; plays the following
single-call security game:

€; is the probability that the above game returns 1.
By the AlOracle ATK-security assumption, €; < € for
all 4. Therefore:

Prlany ¢ = 0] < Zei < n-e
im1
O

5.5. Applying the Dual Construction to

Agents

Given the seven sub-predicates, we can apply the
dual construction from Theorem 2 to build an agent
whose security reduces to the security of its com-
ponents. The following algorithm shows how CAIO
proposes a result and each BAIO checks one sub-
predicate. If any check fails, instead of returning L
as in section 4, CAIO is asked to retry with feedback
about which requirements were not met.

Assuming that each BAIO; is ¢;-secure for ¢}, then
the above method always gives a result that satisfies
¢ except with probability t-€; + ...+t - €7, where ¢
is the maximal number of iterations in the loop.

6. Conclusion: How to State a Formal
Claim

Our framework in this paper is meant to be used
with the following steps for a complete AlOracle se-

Proceed(tool_action, context)

1: tool_out < call(tool_action)

2: context.trace — context.trace|| (tool_action, tool_output)

3: prompt <~ "Interpret the last tool output and
determine the next step following trace.

4: repeat
5: result <— CAIO(prompt, context)
6: ¢+ 1
7: for i =1to 7 do
8: bi — BAIOi((prompt, result), context)
9: P9
10: if = ¢ then
11: context <— "Previous query: (prompt)
Previous answer: (result)
Previous context: (context)"
12: prompt <— Your previous answer does not
satisfy the following. Can you try again?"
13: for i =1to 7 do
14: if = ¢; then
15: prompt <— prompt||"requirement "
16: wuntil ¢ or ¢ iterations have been made
17: if ¢ then
18: execute(result)
19: else
20: return "I could not execute the task."

curity claim:

System S is e-ATK-secure for a predicate ¢ under
evaluator E.

Stating such a claim involves four steps.

1) Decompose ¢. Break the predicate into seven
sub-predicates of section 5. Each sub-predicate
has a single, clearly assignable responsibility so
that a failure can be attributed to a specific sub-
predicate at a specific inference call.

2) Specify the adversary. Choose ATK C
{white_box, black_box, inject_learn, inject_infer}. The
choice fixes which arrows of the pipeline in
Figure 1 the adversary controls. For example,
a retrieval-augmented agent in production typi-
cally faces inject_infer; a compromised data sup-
ply chain adds inject_learn.

3) Choose an evaluator E for each sub-predicate.
The options are a judge AlOracle whose own € en-
ters the composed bound via dual construction; a
scoped rule, such as recipient check for ¢outfiow,
whose € comes only from misspecification; or
a human-judged scoring guide, which is appro-
priate for offline measurement. Two designers
picking different evaluators for the same sub-
predicate are making different claims.

A claim stated in this form is falsifiable: a de-
fender can publish it while the red-team attacks it,
and a reviewer can evaluate it.
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Notation Meaning

AlOracle framework (section 2, section 3)

AlOracle Abstraction of an Al system specified by data generation, learning, and inference
algorithms together with a predicate.

GENERATE_DATA Data-generation procedure used to build the training corpus.

source Underlying data distribution / environment from which GENERATE_DATA samples.

LEARN, INFER Learning and inference algorithms of an AlOracle.

corpus Training input used by LEARN.

model Model produced by LEARN and consumed by INFER.

prompt, context, result Input, surrounding context, and output of an inference call.

empty Empty/null value (e.g. unavailable view, oracle, or context).

Predicates (section 3, section 5)

10} Objective predicate capturing helpfulness and harmlessness; defines completeness and
security of an AlOracle.

¢’ Decisional companion of ¢: ¢(prompt, context, result) < ¢’ ((prompt, result), context, accept).

@Psubpred A sub-predicate  from a  decomposition ¢ = N\; ¢i,  with

Qballow, ¢intent, ¢content7 (,bcorrect, (,busefuly ¢inﬂowa ¢outﬂow (action / data / ﬂOW groups)-

Security game (subsection 3.3)

A Adversary A in the security/completeness games.

white_box, black_box A sees the model (white-box) or only an inference oracle (black-box).

inject_learn, inject_infer A corrupts the corpus during LEARN, or injects a chosen context during INFER.

ATK Set of adversarial capabilities, drawn from {inject_learn, inject_infer, black_box, white_box}.

Security_Game Security game between a challenger and an adversary, parameterized by ATK and source.

state Adversary’s persistent state passed between phases of the game.

view Adversary’s view in the inference phase (model if white_box € ATK, else empty).

b, v’ Challenge coin sampled by the challenger and the adversary’s guess.

P Predicate on the game trace that identifies trivial attacks; when (trace) = 1 the
adversary’s win is not counted.

Adv Advantage of A in winning a security game.

€ Upper bound on the adversary’s advantage; an AlOracle is e-ATK-ip-secure for ¢.

Dual construction (section 4, Theorem 2)

BAIO Filtering AlOracle: accepts/rejects candidates with respect to ¢'.
CAIO Creative AlOracle: proposes candidate results for BAIO.
e Probability that CAIO’s result fails ¢1 on benign inputs (dual-construction slack).

Agentic systems (section 5)

n Number of steps (inference calls) in the multi-step agent security game.

Proceed Structured output format returned by INFER at step ¢, carrying the next tool_action; and
updated context.

tool_action;, tool_out; Tool call issued at step ¢ and the (adversarial) response returned to the agent.

TABLE 3: Summary of notation used throughout the paper, grouped by topic.
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